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About Multisoft

Train yourself with the best and develop valuable in-demand skills with Multisoft Systems.
A leading certification training provider, Multisoft collaborates with top technologies to
bring world-class one-on-one and certification trainings. With the goal to empower
professionals and business across the globe, we offer more than 1500 training courses,
which are delivered by Multisoft's global subject matter experts. We offer tailored
corporate training; project Based Training, comprehensive learning solution with lifetime
e-learning access, after training support and globally recognized training certificates.

About Course

The Forcepoint Web Security Cloud Administrator training offered by Multisoft Systems is
designed for IT professionals aiming to specialize in advanced network security. This
comprehensive course covers all key aspects of Forcepoint Web Security solutions,
focusing on deploying, managing, and troubleshooting security measures effectively
within an organizational infrastructure.
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Module 1: Understanding and Getting Started with Web
Security

v" Describe features, components, and key integrations that enable Web Security
functionalities.

Articulate the licensing structure for Web Security and related modules.
Distinguish key settings in Security Manager,

Content Gateway Manager

Forcepoint Security Appliance Manager, and other available user interfaces.
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Describe the differences between Super Administrators and delegated

administrators.
Module 2: Policy Enforcement and Filtering

Describe the full scope and workflow of policy planning.
Identify standard and custom policies, including related filters.
Distinguish key settings in Security Manager.

Compare user identification and proxy authentication.
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Explain how Web Security analyses user requests and enforces policies.

Module 3: Monitoring Web Security Activities

<\

Itemize Web Security notifications and alerts.

<

Diagram the reporting flow.

v Describe various reporting options to gain important insights about your
environment.

v" Identify suspicious network activity using threats dashboard.

v" Compare reporting tools, including legacy and Report Center features.

Module 4: Disaster Response and Recovery

v Explain how Web Security responds to incidents.

v" Compare and contrast Web Security update options.
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Distinguish guidelines related to incident management and disaster recovery.
|dentify system health monitoring capabilities.
Complete various tasks that help maintain a healthy Web Security environment.

Define best practice procedures for disaster recovery.
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