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About Multisoft

Train yourself with the best and develop valuable in-demand skills with Multisoft Systems.
A leading certification training provider, Multisoft collaborates with top technologies to
bring world-class one-on-one and certification trainings. With the goal to empower
professionals and business across the globe, we offer more than 1500 training courses,
which are delivered by Multisoft's global subject matter experts. We offer tailored
corporate training; project Based Training, comprehensive learning solution with lifetime
e-learning access, after training support and globally recognized training certificates.

About Course

The Proofpoint Email Security training offered by Multisoft Systems is a comprehensive
course designed for individuals aiming to master email protection strategies and security
management. This extensive program dives deep into understanding various threats like
phishing, malware, and spam, teaching participants how to effectively manage security
policies and utilize Proofpoint tools to secure communication channels.
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Module 1: Securing your email - fundamentals

Avoiding Dangerous Attachments
Avoiding Dangerous Links

Data Entry Phishing

Email Security

Introduction to Phishing

Malware

Precursor to Phishing

URL Fundamentals
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Module 2: Securing your email - advanced

v" Email Protection Tools
v Email Security on Mobile Devices
v Spear Phishing Threats

Module 3: Password protection

Beyond Passwords
Multi-Factor Authentication (MFA)

v
v
v Password Management
v

Password Policy

Module 4: Insider threats

v" Insider Threat Overview
v" Malicious Insider Threat

v Unintentional Insider Threat

Module 5: People-centric security

v" Mobile Device Security
v" Physical Security
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Safe Social Networking

Safer Web Browsing

Security Beyond the Office
Security Essentials

Security Essentials for Executives
Social Engineering

USB Device Safety
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Module 6: Workplace Security in Action Privacy

GDPR Overview
GDPR in Action
Pll Fundamentals

v
v
v
v" Pll in Action
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