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About Multisoft

Train yourself with the best and develop valuable in-demand skills with Multisoft Systems.
A leading certification training provider, Multisoft collaborates with top technologies to
bring world-class one-on-one and certification trainings. With the goal to empower
professionals and business across the globe, we offer more than 1500 training courses,
which are delivered by Multisoft's global subject matter experts. We offer tailored
corporate training; project Based Training, comprehensive learning solution with lifetime
e-learning access, after training support and globally recognized training certificates.

About Course

The SAP Identity Authentication Service (IAS) training offered by Multisoft Systems is
designed to equip IT professionals and developers with the skills required to manage and
protect digital identities across various platforms and applications. This course focuses on
the fundamentals of SAP IAS, teaching participants how to implement and configure the
service to ensure secure access to applications and data.
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Module 1: Authentication and Single Sign-On (SSO)

v Basic Authentication: Covers the traditional username and password-based access.

v Single Sign-On (SSO): Facilitates a one-time login process to access multiple
applications.

v Social Sign-On: Integration with social media platforms for easier access

management.

Module 2: Multifactor Authentication (MFA)

v Setup and Configuration: Implementing additional layers of security through
multiple verification methods.
v" Mobile Authentication: Use of mobile devices for securing access via methods like

SMS or app-based tokens.

Module 3: User Management

v User Provisioning: Handling the lifecycle of user identities from creation to
deletion.
v Self-Service Portal: Enabling users to manage their profiles, including password

resets and updating personal information.

Module 4: Risk-Based Authentication

v Policy Configuration: Creating and managing rules that assess the risk level of
access requests.
v Adaptive Authentication: Adjusting authentication requirements based on the risk

associated with the user session.

Module 5: Identity Federation

v Federation Setup: Configuring identity federation using standards such as SAML
2.0.
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v Cross-Domain Authentication: Managing identities across different domains and
platforms.

Module 6: Compliance and Reporting

v Audit Trails and Reporting: Generating reports for monitoring user activities and
compliance with standards.

v Data Privacy: Ensuring compliance with global data protection regulations like
GDPR.
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